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5 Key Points For Effective Employee Data
Security Policies
By Daniel Marvin

Law360, New York (June 28, 2017, 1:31 PM EDT) -- Every business
should view cybersecurity as an integral part of its overall risk
management strategy and be committed to data protection. But
even with the most up-to-date technology protocols in place, the
human element remains the biggest threat to data security.
Negligent employees can, and do, cause as much damage as
hackers, and businesses should do all they can to make sure that
their employees are well-trained and aware of the potential negative
impacts that their actions could have as they interact with company
systems on a day-to-day basis. Having well-trained employees and
policies in place with respect to data protection will not only reduce
the threat of data loss, but can also blunt the impact of negative
regulatory and legal consequences that can arise should data be lost
or stolen. However, for businesses without an employee data security policy in place,
creating one, either in-house or with the assistance of counsel, can seem like a daunting
task. Below are five general key points which can help you get started and serve as the
foundation of your policy.

Description of Covered Information and Technology

In order for a business to implement an effective employee data security policy, it needs to
first take stock of the information and technology assets that it uses (Covered
Information). Information assets may include personally identifiable information (PII) and
confidential business information (CBI). Technology assets may include computer
hardware, smartphones, tablets, operating systems, application software and
communications software. Once these assets are known, the business should ensure that
they are included in its employee data security policy, with each employee being made
aware of what critical data needs to be protected, where that data lives and the existing
threats to that data.

Processes For The Protection Of Covered Information

With its information assets known, a business should next implement policies that protect
those assets from loss, theft or destruction due to the conduct of its employees, whether
that conduct is intentional or unintentional. For example, businesses should limit access to
covered information to only those company employees who have a need to access it in the
performance of their job duties. Furthermore, guidelines should be implemented to ensure
that employees do their part to assist in the destruction of covered information which the
business no longer needs or is no longer required to maintain, whether such information is
in either electronic or hard copy form. Electronic data should be destroyed through
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processes which render it indecipherable and unable to be reconstructed, and paper
documents should be shredded with shredding bins placed throughout the premises.

In addition, businesses should implement policies to limit external risks to the security and
confidentiality of covered information that can arise due to the actions of employees. An
employee data security policy should include rules for the securing of physical premises, as
well as for the removal of covered information from those premises. For example, removal
of covered information by employees should be limited to only those employees who have
a legitimate business purpose to do so, and additional procedures can be implemented to
ensure that such information is only removed after being encrypted. Doing so can greatly
reduce the risk of covered information falling into the wrong hands.

Usage Policy

Businesses should also enforce policies regarding the acceptable use of company
computers by their employees. For example, businesses can require that: (i) computers be
used only for company business and not for personal activities; (ii) no unauthorized
devices, such as thumb drives, be attached to any computer; (iii) the internet only be used
for business purposes. Irrespective of the particular usage policies which are put in place,
employees should be advised of those policies and acknowledge that they are aware of and
understand them. Employee data security training should be mandatory.

Access Control

Through an employee data security policy, businesses can also control how critical
information is accessed. At a minimum, it is advisable that all employees have a unique
logon ID and password for access to company systems, and that passwords be kept
confidential. Businesses can also create guidelines for the creation of passwords (such as
having to use capital letters, numerals, special characters, etc.), and require that
passwords be changed at regular intervals. Strong passwords which are regularly changed
can reduce the threat of a data breach.

Duty to Report

Data security must be a team effort, and an employee data security policy should require
that employees immediately report any suspicious or unauthorized use or accessing of
confidential information to a supervisor or other designated person. The duty to report
should also include covered information which is lost, whether or not it is believed to have
been breached or accessed without authorization. Recognizing compromised (or potentially
compromised) systems or information as early as possible is a critical component of a
cybersecurity plan, and employees are well-positioned to assist in that effort.

The five general points above are just a starting point. An effective employee data security
policy should not only address these five points, but should be properly tailored to meet
the needs of a particular business given its industry, resources, operations and regulatory
requirements. While implementing an employee data security plan from the ground up
may seem (and can be) challenging, the alternative of not having such a policy is simply
not a recommended option.

Daniel S. Marvin is a partner with Morrison Mahoney LLP in New York.

The opinions expressed are those of the author(s) and do not necessarily reflect the views
of the firm, its clients, or Portfolio Media Inc., or any of its or their respective affiliates.
This article is for general information purposes and is not intended to be and should not be
taken as legal advice.
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